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Abstract— Medical treatment sometimes requires a case for-

warding to a doctor who has a specific expertise. Typically, an 
electronic medical record (EMS) of a patient can be passed to 
another doctor without asking the patient because EMS belongs 
to the healthcare organization. Personal health record (PHR), 
however, is different because PHR is owned by an individual 
(e.g., patient) and all accesses to the PHR is controlled by its 
owner. This work proposes a two-layer ciphertext-policy 
attribute-based proxy re-encryption scheme (2-layer CP-AB-
PRE) for the PHR delegation process. The inner layer policy 
belongs to the PHR owner while the outer layer policy belongs to 
the doctors or experts that might want to delegate the PHR to 
other doctors or experts. This way, the PHR can be delegated to 
others while the PHR owner still has the control on his/her data. 
The evaluation results on the size of the resulting ciphertext PHR 
produced by the proposed method, are shown. The security issues 
of the proposed method are also discussed. 

Keywords—delegation; access control; personal health record; 
ciphertext-policy attribute-based encryption; proxy re-encryption 

I.  INTRODUCTION 
Data delegation often happens under the healthcare terms 

because some symptoms or diseases may require a special 
expert. A patient may first visit a doctor whom he/she knows. 
Then, the doctor may consult the case with another doctor who 
is an expert on such symptom or disease. That is, the medical 
records related to the case are also passed on to the specialist. 
Nowadays, the medical data is recorded in electronic format 
which is called electronic medical record (EMR). Even though 
the EMR contains the health data related to the patient, the 
EMR belongs to the associated healthcare organization [1]. 
Thus, the EMR can be used inside the organization under the 
terms of usage. Therefore, the doctor can forward the EMR to 
other doctors without a need to inform the patient. The patient 
has no authority on the access control over the EMR. 

Unlike the EMR, personal health record (PHR) is a per-
sonal health data that is collected and controlled by an indi-
vidual [2]. The PHR owner (i.e., patient) has a full access con-
trol over his/her PHR. To provide an accessibility property, 
the PHR storage is usually an online storage. The PHR owner 
can define an access policy for each of his/her PHR using an 
encryption technique such as ciphertext-policy attribute-based 
encryption (CP-ABE) [3]. Under such encryption scheme, the 
encrypted PHR can be accessed only by the users who possess 
the attributes specified by the access policy of that particular 
PHR. Since the PHR contains all the health related informa-
tion of an individual, the PHR is useful for the doctor. The 

PHR may contain all medical histories from various healthcare 
organizations. This way, the doctor can use such information 
as a resource for a proper diagnosis.  

Under the PHR system, the PHR owner will first allow a 
doctor to access to his/her PHRs. Now, the doctor wants to 
delegate his access rights on the PHR to another specialist. To 
achieve this task under the traditional PHR system, the doctor 
must first decrypt the PHR because he is allowed to do so ac-
cording to the PHR owner policy. Next, the doctor must en-
crypt the PHR with a new policy that will allow the specialist 
to access such PHR. At this point, the PHR in question is no 
longer under the PHR owner control. Thus, the PHR concept 
is now violated.  

To resolve such issue, two-layer ciphertext-policy 
attribute-based proxy re-encryption (2-layer CP-AB-PRE) is 
proposed in this work. The proposed scheme can provide a 
PHR delegation feature that allows the PHR owner to have a 
control over his/her PHR even in the delegation scenario. The 
two layers are called the outer and the inner layer. The outer 
layer is controlled by authorized users (e.g., permitted doctor) 
while the inner layer is controlled by the PHR owner. When 
the doctor wishes to forward the case to another specialist, the 
doctor can modify the outer layer policy. Meanwhile, the inner 
layer policy is still under the control of the PHR owner. The 
specialist can access the PHR in question if and only if the 
specialist possesses the attributes that satisfy both layers of the 
policy. Proxy re-encryption concept [4], [6] is applied in this 
work to provide a re-encryption process in order to alter the 
access policy on the ciphertext (i.e., encrypted data) without 
the need to decrypt the ciphertext.  

The paper is organized as follows. First, the related basic 
concepts are given in Section 2. Then, the details of the pro-
posed method are described in Section 3. Next, the experi-
ments and discussions are given in Section 4.  Finally, the 
conclusion is given in Section 5. 

II. BASIC CONCEPTS 

A. Proxy Re-encryption Concept 
Several models of proxy re-encryption based on attribute-

based encryption concept [4], [5] and [6] are reviewed. First, 
Liang et. al. proposed a proxy re-encryption based on 
attribute-based encryption scheme (ABE) [4]. Under such 
scheme, a trusted proxy server is required in order to add a 
new access policy to the ciphertext. The authorized user who 
can decrypt the ciphertext can specify a new access policy. 
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Then, the new access policy and the private
rized user are used for generating a re-key. 
to the trusted proxy server. Then, the cipher
ified such that the person who satisfies the n
can decrypt the ciphertext. Second, Mizuno 
another proxy re-encryption to transfer the
the identity-based encryption model (IBE) [
prior scheme, the later scheme also require
server in order to add a new access policy. 
key has different components because eac
different underlining encryption model (i.e.
the IBE). Third, Luo et. al. also proposed 
encryption scheme however the underlinin
ciphertext-policy attribute-based encryptio
ABE) [6]. All these schemes allow authoriz
changes to an access policy of ciphertext. In
access policy is completely out of the PHR 
cause the authorized user can make changes 
cy without the PHR owner knowledge.  

This work proposes a two-layer ciphertex
based proxy re-encryption (2-layer CP-AB-P
way to perform a PHR delegation while the
has a his/her control over his/her PHR. The
(e.g., doctors) can delegate the patient’s PHR
modifying the outer layer policy while the in
still belong to the PHR owner. Any person w
layers of the policy will be able to access the

B. Personal Health Record (PHR) 
The Markle Foundation’s Connecting for

ative defines personal health record (PHR)
related information of an individual that is c
trolled by the individual [7]. The PHR has 
duce the healthcare cost of its owner. For e
may have medical records at several healthc
Doctors can look for some laboratory test r
the results are performed at several other 
cause PHR information is collected and own
The PHR can be in various formats and dom
tion, sleeping, exercise, treatments, vital sign
medical histories[8]. The patient usually stor
an online storage (e.g., cloud storage) for a
any PHR user (e.g., a doctor or a caregive
PHR from anywhere at any time. The PHR 
an encrypted format for security purposes. T
encrypted with a specific access policy defi
The PHR system must ensure that the acc
forced. 

C. Proxy Re-encryption Using Ciphertext-Po
Based Encryption for PHR 
Ciphertext-policy attribute-based encrypt

is an encryption technique that encrypting a
access policy to produce a ciphtertext. The C
with the PHR concept because the access co
the PHR even when it is stored on an untru
cloud storage) (see Fig. 1) and it has been
PHR related applications [9], [10] and [1
original ABE concept [13], the PHR own
access policy according to the user’s attribu

e key of the autho-
The re-key is sent 
rtext will be mod-
new access policy 
and Doi proposed 
 ABE model into 
[5]. Similar to the 
es a trusted proxy 

However the Re-
ch scheme uses a 
., the ABE versus 
another proxy re-

ng scheme is the 
on scheme (CP-
zed users to make 
n other words, the 
owner control be-
to the access poli-

xt-policy attribute-
PRE) to provide a 
e PHR owner still 
e authorized users 
R to a specialist by 
nner layer policy is 
who satisfied both 

e PHR in question.  

r Health Collabor-
) to be the health 
collected and con-

a potential to re-
example, a patient 
care organizations. 
results even when 
organizations be-

ned by the patient. 
mains such as nutri-

n from devices, or 
res his/her PHR on 
availability. Thus, 
er) can access the 
must be stored in 

The PHR must be 
ined by its owner. 

cess control is en-

olicy Attribute-

tion (CP-ABE) [3] 
a plaintext with an 
CP-ABE is suitable 
ontrol is stuck with 
usted storage (e.g., 
n used by several 
1]. Similar to the 
er can specify an 
utes. Fig. 1 shows 

how the CP-ABE works on a P
1, the access policy is defined a
regiver”). Thus, the user who 
“nurse” and “caregiver” attribu
user has an individual private 
user attributes. That is, the us
“doctor” attribute or “nurse” an
the policy. Then, the users who
to decrypt the encrypted PHR. 

Fig. 1. CP-ABE applied to PHR syste

Proxy re-encryption using 
The proxy re-encryption tech
without a need to perform a
proxy re-encryption scheme re
perform the re-encryption proc
key is generated by an author
the policy. The authorized user
rates the Re-key with the polic
the Re-key is sent to the trust
re-encryption process. As a re
controlled by the new access po
policy will be completely cha
Therefore, the access to the PH
PHR owner’s permission in som

PHR Delegation happens 
would like to add some unaut
This concept is different from
because the revocation remov
the policy [12]. To add some p
policy must be modified by ad
people possess. That is, the PH
then re-encrypt with the new po

Next the proposed method
text-policy attribute-based pro
AB-PRE) is described.  

III. PROPO

A. Overview 
To provide the PHR delega

PHR owner to have a control o
poses a two-layer ciphertext-p
encryption (2-layer CP-AB-PR
another layer of control for the 

PHR system. According to Fig. 
as “doctor” or (“nurse” and “ca-
possesses “doctor” attribute or 

ute can satisfy the policy. Each 
key that is generated from the 

sers’ private key that related to 
nd “caregiver” attributes satisfy 
o satisfy the policy will be able 
 

 
em 

CP-ABE was proposed in [6]. 
hnique can change the policy 
any decryption. Typically, the 
equires a trusted proxy server to 
cess by using a Re-key. The Re-
ized user who wants to change 
r defines a new policy and gene-
y and his/her private key. Then, 

ted proxy server to perform the 
sult, the new ciphertext will be 
olicy. In other words, the access 
anged according to the Re-key. 
HR can be modified without the 
me cases.  

while some authorized users 
thorized people into the policy. 
m the PHR revocation concept 
ves some authorized users from 
people into the policy, the access 
dding some attributes that those 
HR must first be decrypted and 
olicy.  

d namely the two-layer ciphter-
oxy re-encryption (2-layer CP-

OSED METHOD 

ation feature that still allows the 
over his/her PHR, this work pro-
policy attribute-based proxy re-
RE). The main idea is to add 
delegation purpose. That is, the 
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outer layer policy that belongs to the proxy 
thod or the delegation while the inner layer p
PHR owner’s policy. The CP-ABE library 
thencort et. al. [3] is used in this work as an 
The PHR payload is encrypted using advanc
dard under cipher block chaining mode (C
there is a Secret which can be unlocked fr
authorized users. To achieve the delegation
work, the Secret is now doubled: R_Secret a
relationship between all three secrets is give
equation. 

R_Secret ⊕ O_Secret = Secret    

Each secret is separately hidden in each l
The R_Secret is hidden in the outer laye
O_Secret is hidden in the inner layer policy. 
can be performed on both layers of the polic
the secret and retrieving the secret. The only
prefix of the attributes used in each layer. T
used in the outer layer while the inner layer 
fix. For explanation purpose, an example is g

Mary, the PHR owner, visits Dr. John, 
Thus, Mary allows Dr. John to access her 
Mary assumes that Dr. John may need to co
cialist in another hospital. Therefore, the a
Mary defines on her PHRs, sent to Dr. John
lowing components: 

• (R_Doctor AND R_John) to represent
John  

• O_Doctor OR (O_HospitalStaff AND 
represent a doctor or a specialist who is 
pital 

The outer layer policy contains (‘R_Doctor
for Dr. John. The inner layer policy contains
(‘O_HospitalStaff’ AND ‘O_Specialist’)). 
hidden in the outer layer policy while the O
in the inner layer policy. Thus, the policy a
oad is shown in Fig. 2 

Fig. 2. The policy and the PHR paylod 

 To decrypt the PHR payload, an individu
set of attributes satisfying both layers of the 
to the CP-ABE concept, each individual wi

re-encryption me-
policy remains the 
proposed by Be-

underling method. 
ce encryption stan-
CBC-AES). Thus, 
rom the policy by 
n purpose, in this 
and O_Secret. The 
en in the following 

…..(1) 

layer of the policy. 
er policy, and the 

The same process 
y including hiding 
y difference is the 
The ‘R_’ prefix is 
uses the ‘O_’ pre-

given below.  

a medical doctor. 
PHRs. However, 

onsult with a spe-
access policy that 
n contains the fol-

t a doctor named 

O_Specialist) to 
working at a hos-

r’ AND ‘R_John’) 
s (‘O_Doctor’ OR 
The R_Secret is 

O_Secret is hidden 
and the PHR payl-

 

ual must possess a 
policy. According 
ill be given a pri-

vate key represented his/her a
with the private key containin
O_Doctor can decrypt the PHR
person who possesses such attr

 According to the original C
a private key with a set of att
this work, Dr. John will be gi
attributes ‘R_Doctor’, ‘O_Do
because Dr. John will need a
policy. Therefore, the original
are now changed to ‘R_Docto
‘O_John’. As a result, the priv
to retrieve the R_Secret and the
inal Secret which is required
payload.  

 Now, if Dr. John wants to 
must first generate a re-key w
‘R_John’ attributes and the new
talStaff’ and ‘Specialist’. The r
proxy re-encryption server.  A
broker to retrieve the R_Secre
behalf of Dr. John. Next, the re
in the new policy. The attribute
the attributes ‘R_HospitalStaff’
The original outer layer polic
outer layer policy. 

Fig. 3. The new encrypted PHR after 

 The re-key contains only ‘R
policy for re-encrypting proce
only retrieve the R_Secret usin
is still safe because the O_S
attributes that satisfies the PHR
server still cannot decrypt the P

B. Hiding secret Process 
The secret will be hidden i

cording to the CP-ABE. The 
sented in [3]. An example is gi
tion purposes. The policy is rep
an attribute at each leaf node w
by a non-leaf node. Fig. 4 sho
layer policy described above. 
unique integer. 

Next, each node will be define
tion of equation is represented 

a) If the node is a leaf node o
node then ݂ሺݔሻ  ൌ  ଴ݔ 

b) If the node represents an ‘A

attributes. That is, an individual 
ng (R_Doctor and R_John) and 
R payload. In this case, the only 
ributes is Dr. John.  

CP-ABE, Dr. John will be given 
tributes ‘Doctor’ and ‘John’. In 
iven a private key with a set of 
octor’, ‘R_John’ and ‘O_John’ 
attributes for both layers of the 
l attributes ‘Doctor’ and ‘John’ 
or’, ‘O_Doctor’, ‘R_John’ and 

vate key of Dr. John will be able 
e O_Secret to compute the orig-

d in order to decrypt the PHR 

perform a delegation, Dr. John 
which contains ‘R_Doctor’ and 
w policy which contains ‘Hospi-
re-key will be sent to the trusted 

At this step, the server acts as a 
et from the encrypted PHR on 
etrieved R_Secret will be hidden 
es in the new policy will contain 

f’ and ‘R_Specialist’ (see Fig. 3). 
cy is now replaced by the new 

 
the re-encryption process 

R_’ prefix attributes and the new 
ess. Thus, the proxy server can 
ng the re-key. The PHR payload 
Secret requires a set of ‘O_’ 
R owner policy. Thus, the proxy 
PHR payload. 

in both layers of the policy ac-
underlining mathematic is pre-
iven in this section for explana-
presented as an access tree with 

while an operation is represented 
ows the access tree of the inner 

Each node can be assigned a 

ed a node equation. The condi-
as following; 

or represents an ‘OR operation’ 

AND operation’ node 
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݂ሺݔሻ ൌ ௞ݔ   ൅ ݔ௞ିଵ  ൅ … ൅ ݔ଴ 
݁݀݋݊ ݈݄݀݅ܿ ݂݋ ݎܾ݁݉ݑ݊ ݄݁ݐ ݏ݅ ݇ ݁ݎ݄݁ݓ,

Fig. 5 shows the resulting equations from
shown in Fig. 4. 

Fig. 4. The inner layer policy  

Fig. 5. The access tree with node equations 

 The secret hiding mechanism starts from 
bottom (leaf node). The rules to hide a secret

a) If the parent node represents ‘OR operatiݔ௖௛௜௟ௗ଴ ൌ  ௣௔௥௘௡௧଴ݔ 

b) If the parent node represents ‘AND operaݔ௖௛௜௟ௗ଴ ൌ ௣݂௔௥௘௡௧ሺݎܾ݁݉ݑ݊ ݁ݑݍ݅݊ݑ௖௛௜௟ௗሻ 

Fig. 6 shows the resulting access tree assumi
Thus, the root node is 5. Node 2 is a leaf no
eration’ parent node; the first rule above is a
also 5. Node 3 is a non-leaf node but its par
eration’ node; the first rule above is also aݔଵ  ൅  5. Node 4 is a leaf node of the ‘AND
node; The second rule above is applied; Nod
is  4 ൅  5 or 9. Node 5 is a leaf node of the
parent node; The second rule above is applie
which is 5 ൅  5 or 10. 

Fig. 6. The access tree with with a hidden secret 5 

 –  1  

m the access tree 

 

 

m top (root node) to 
t are:  

ion’ 

ation’ 

ing the secret is 5. 
ode of the ‘OR op-
applied; Node 2 is 
rent is the ‘OR op-
applied; Node 3 is 
D operation’ parent 
de 4 is ݂ሺ4ሻ which 
e ‘AND operation’ 
ed; Node 5 is ݂ሺ5ሻ  

 

 The leaf nodes will contain
attribute. These public compo
secret retrieving process. The f
7. 

Fig. 7. The final access tree with the s

C. Secret Retrieving Process 
 To decrypt the PHR paylo
attributes that satisfy the acce
the access policy can be retriev
Each user will be given the pri
vate component of each attrib
component of the same attribu
with the public component that
private comment from the us
how the scheme matches each
the user’s private key. The priv
attribute will be able to decry
retrieve the secret. For examp
decrypted by the specialist pri
of 9 and 10, respectively. 

Fig. 8. The private key is used to retri

 Next, the scheme will cal
node using the following rules:

a) If parent node represents ‘O
 The parent node will be a 

from its child node if one of௣݂௔௥௘௡௧ሺݔሻ ൌ ௖݂௛௜௟ௗሺݔሻ 

n the public component of each 
onents will be used during the 
final access tree is shown in Fig. 

 
secret and public components 

oad, the user must possess the 
ss policy. The secret hidden in 

ved using the user’s private key. 
ivate key containing his/her pri-
ute that is related to the public 
ute. The leaf node is encrypted 
t can be decrypted by the related 
er’s private key. Fig. 8 shows 

h leaf node with the attribute in 
vate component of the matching 
ypt the matching leaf node and 
le, Node 4 and Node 5 will be 

ivate key with the return values 

 
ieve the secret 

lculate the value of the parent 
:  

OR operation’  
duplicate of any node equation 
f them is defined. 
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b) If parent node represents ‘AND operation’ 
 Each node can be defined as a 2-tuple value ሺݔ, ሻݕ  ൌሺݎܾ݁݉ݑ݊ ݁ݑݍ݅݊ݑ,  ሻ. The parent node can be݁ݑ݈ܽݒ ݁݀݋݊

calculated as a node equation from every child nodes using 
Lagrange Interpolating Polynomial equation as follow: 

௣݂௔௥௘௡௧ሺݔሻ ൌ ሺݔ െ ݔଵሻሺݔ െ ଶሻݔ ڮ ሺݔ െ ଴ݔ௡ሻሺݔ െ ଴ݔଵሻሺݔ െ ଶሻݔ ڮ ሺݔ଴ െ ௡ሻݔ  ଴ݕ

   ൅ ሺ௫ି௫భሻሺ௫ି௫మሻڮሺ௫ି௫೙ሻሺ௫భି௫బሻሺ௫భି௫మሻڮሺ௫భି௫೙ሻ  ଵݕ

   ൅  ڮ

   ൅ ሺ௫ି௫భሻሺ௫ି௫మሻڮሺ௫ି௫೙ሻሺ௫೙ି௫బሻሺ௫೙ି௫భሻڮሺ௫೙ି௫೙షభሻ  ௡ݕ

  , ݏ݁݀݋݊ ݈݄݀݅ܿ ݂݋ ݎܾ݁݉ݑ݊ ݄݁ݐ ݏ݅ ݊ ݁ݎ݄݁ݓ െ 1 

 From the above example, the two leaf nodes are ሺ4, 9ሻ and ሺ5, 10ሻ. The parent of both leaf nodes represents AND opera-
tion. Therefore, the node equation is calculated using La-
grange Interpolating Polynomial equation as following; 

Let ሺݔ଴, ଴ሻݕ  ൌ  ሺ4, 9ሻ and ሺݔଵ, ଵሻݕ  ൌ  ሺ5, 10ሻ 

  ௣݂௔௥௘௡௧ሺݔሻ ൌ ሺ௫ିହሻሺସିହሻ ሺ9ሻ ൅ ሺ௫ିସሻሺହିସሻ ሺ10ሻ 

  ௣݂௔௥௘௡௧ሺݔሻ ൌ ሺെ9ݔ ൅ 45ሻ ൅ ሺ10ݔ െ 40ሻ 

  ௣݂௔௥௘௡௧ሺݔሻ ൌ ݔ ൅ 5 

The process is repeated until the root node is reached. As the 
next parent node is root node that represents the OR Gate, the 
root node can duplicate the node equation from the child node 
(i.e., the previous parent node). Finally, we got the node equa-
tion of root node. Next, we can calculate the hidden secret 
according to the following equation. 

ݐ݁ݎܿ݁ݏ ݄݊݁݀݀݅ ݄݁ܶ   ൌ  ோ݂௢௢௧ሺ0ሻ 

Thus, the O_Secret hidden in the above access tree can be 
calculated as follow: 

ݐ݁ݎܿ݁ܵ_ܱ   ൌ  ோ݂௢௢௧ሺ0ሻ 

ݐ݁ݎܿ݁ܵ_ܱ   ൌ 0 ൅ 5 

ݐ݁ݎܿ݁ܵ_ܱ   ൌ 5 

 Note that the propose scheme uses 2-layer policy. Thus, 
the user must possess both R_Secret and O_Secret in order to 
calculate the actual Secret.  

D. Proxy Re-encryption Process 
 A proxy server performs a proxy re-encryption using the 
Re-key. Dr. John sends the Re-key and the related PHR to the 
proxy server through a secure communication channel in order 
to delegate the rights to a specialist at the hospital. Once the 
proxy server receives the Re-key, the server retrieves the 
R_Secret from the outer layer policy of the encrypted PHR in 
question (the retrieving process is explained above). Next, the 
R_Secret is hidden into a new access tree representing the new 
access policy. The secret hidden process is also explained in 
details above. This new access tree will contain two leaf 
nodes. The first leaf node will contain the attribute 
R_Specialist while the second leaf node will contain the 

attribute R_HospitalStaff. Finally, the new outer layer policy 
will replace the old outer layer policy (see Fig. 3). The inner 
layer policy and the PHR payload remain unchanged.  

IV. EVALUATION AND DISCUSSION 
 The proposed scheme is compared against three attribute-
based proxy re-encryption models [4], [5] and [6] in terms of 
the data size. IV.a)shows the comparison results. As the pro-
posed scheme duplicates the policy into two layers, the size of 
the policy is double as a tradeoff. However, the increasing 
data size is still practical. The size of the public key, master 
key, ciphertext, re-encrypted ciphertext, private key and re-
encryption key will be evaluated. The data size is represented 
in terms of the components including ݃, ݁ሺ݃, ݃ሻ, ܼ݌ and ܥ. 
The definition of each component is given below.  

a) ݃ generates the component with ௚ܰ 
b) ݁ሺ݃, ݃ሻ generates the component with ௘ܰ 
c) ܼ௣ randoms the component with ௣ܰ 
d) ܥ is a constant number 

TABLE I.  DATA SIZE COMPARISON WITH RELATED SCHEMES 

Data 
Size 

Liang et. al. 
[4] 

Mizuno and 
Doi [5] 

Luo et. al. 
[6] Our scheme 

Public key 
௘ܰ+ (3n) ௚ܰ 

 ܥ +
௘ܰ+ (3n+3) ௚ܰ + ܥ 

௘ܰ+ 
(2n+nj+3) ௚ܰ + ܥ 

௘ܰ+ (2n+2) ௚ܰ + ܥ 

Master key (3n+1) ௣ܰ (3n+2) ௣ܰ (2n + nj + 1) ௣ܰ 
(2) ௣ܰ+ (2) ௚ܰ 

Ciphertext 
(n) ௣ܰ+ ௘ܰ+ 
(n+2) ௚ܰ 

(n) ௣ܰ+ ௘ܰ+ 
(n+1) ௚ܰ 

(n) ௣ܰ+ ௘ܰ+ 
(n+2) ௚ܰ 

(n+1) ௣ܰ+ 
(2) ௘ܰ+ (2n 
+ 4) ௚ܰ 

Re-
encrypted 
Ciphertext 

(2n) ௣ܰ+ 
(n+2) ௘ܰ+ ௚ܰ + ܥ 

௘ܰ+ (3) ௚ܰ   
(2n) ௣ܰ+ 
(n+2) ௘ܰ+ ௚ܰ + ܥ 

(2n) ௣ܰ+ (2) ௘ܰ+ (4n + 
2) ௚ܰ 

Private key 
(n) ௣ܰ+ 
(2n+1) ௚ܰ 

(n) ௣ܰ+ 
(2n+3) ௚ܰ 

(n) ௣ܰ+ 
(4n+1) ௚ܰ 

(n) ௣ܰ+ 
(4n+2) ௚ܰ 

Re-
encryption 
Key 

(2n) ௣ܰ+ 
(2n+1) ௚ܰ + ܥ 

(4n+2) ௚ܰ + ௘ܰ 

(2n) ௣ܰ+ 
(4n+1) ௚ܰ + ܥ 

(2n) ௣ܰ+ 
(4n+2) ௚ܰ 

 

A. Public key and Master Key 
 The public key contains the public components that related 
to the private components in the private key. In [4] and [5], the 
public key and the private key are approximately ܱሺ݊ሻ, where 
n represents the number of attributes in the policy. Under [3], 
the size is larger than the others because it is designed to sup-
port the attributes with multi-value. Thus, the public and pri-
vate components of each value is approximately ܱሺ݊ଶሻ. Thus, 
the proposed scheme uses the public key and the master key 
size within the range of other works. 

B. Ciphertext 
 The ciphertext contains the policy and the PHR payload. 
Our ciphertext seems bigger than the others because we dupli-
cate the policy into two-layer. The component ௘ܰ  and ௚ܰ size 
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is doubled to cover both layers of the policy. However, the 
size of the ciphertext is still ܱሺ݊ሻ, similar to other works.  

C. Re-encrypted Ciphertext 
 The re-encrypted ciphertext in [5] has the smallest data 
size because of the underlining IBE model. The IBE ciphertext 
contains only one identity for only a specific user and it has no 
policy within the ciphertext. Unlike [5], the proposed scheme 
still packs the policy within the ciphertext. The [4] and [6] 
also add the proxy component that makes the ciphertext big-
ger. However, the size of the re-encrypted ciphertext (in [4], 
[6] and the proposed scheme) can still be represented as ܱሺ݊ሻ.  

D. Private key 
 The actual size of the private key under the proposed 
scheme is largest because it must contain both the ‘R_’ and the 
‘O_’ of each attribute. However, the size of the private key 
under the proposed scheme is still ܱሺ݊ሻ.  

E. Re-encryption key 
 The re-encryption key is used to modify the ciphertext to 
add the new access rights. Usually, the private components 
from the authorized users and the new policy are included in 
the re-encryption key. All schemes have ܱሺ݊ሻ as the size of 
the re-encryption key.   

V. CONCLUSIONS 
 This work proposes a PHR delegation scheme to allow the 
PHR owner to have a control over his/her PHR even during 
the delegation process. The CP-ABE proxy re-encryption 
scheme is modified to support such feature by duplicating the 
access policy into two layers. The outer layer is controlled by 
the authorized user for delegating to others. The inner layer is 
still belonging to the PHR owner. In doing so, the size of the 
public key, the master secret key, the ciphertext, the re-
encrypted ciphertext, the private key and the re-encryption key 
increased. However, the size of all these components is still in 
the range of other works and practical in the real scenario. 

 Under the proposed scheme, the original secret will be 
separated into two pieces: R_Secret and O_Secret according to 
equation 1. The R_Secret is hidden in the outer layer policy 
while the O_Secret is hidden in the inner layer policy. The 
authorized user can delegate the encrypted PHR to another 
person by generating a re-key containing the authorized user 
R_ attributes and the new policy. The proxy server which is 
the trusted server retrieves the R_Secret from the outer layer 
policy on behalf of the authorized user in order to create the 
new policy. Then, the new policy is replacing the old outer 
layer policy. The inner layer policy and the PHR payload re-
main unchanged. The user who possesses the attributes satis-
fies both layers of the policy will be able to compute the origi-
nal Secret for decrypting the PHR. The PHR owner can modi-
fy the inner layer policy if he/she would like to change the 
access policy scope to allow or disallow the delegation 
process. 

 The PHR payload is still safe under the proposed scheme 
because the attacker still need to possess the O_Secret. The re-
key contains only half a secret. However, the proxy server 
must be trusted and the re-encryption key must be secure. If 
the malicious users possess the re-encryption key, they can 
make changes to the outer layer policy. Thus, the transmission 
of the re-encrypted ciphertext process must be protected. Fur-
thermore, the PHR storage must ensure that the users can only 
access the latest version of the PHR and the PHR owner must 
be able to re-version the access policy of his/her PHR.  
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